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Motivation
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What is an assurance case? 

Assurance cases (ACs) are explicit 
arguments that desired properties (safety, 
security, standards compliance,..) have
been adequately established for a given 
system.

Assurance case elements: Claim, argument, 

and evidence or other sub-claims

“Moving from current 

process to an argument-

based process…”
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AACE: Automated Assurance Case Environment 
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AACE: Automated Assurance Case Environment 
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Assurance Case Patterns

• An argumentation pattern consists of a given 

claim (or conclusion), the associated evidence 

or sub-claims and the argument for why the 

claim could be concluded in a given context or 

given restrictions

• Context information can be categorized into 

User Domain, Rationale, and Restriction, and 

used for automatic selection of patterns

Assurance case argumentation pattern:

6

Hierarchical and 

compositional in 

structure, and 

reusable
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Human-Understandable (FAN Notation and Justification)

Believing
    Structure TC of software Module A to the 
appropriate criteria is achieved.

Is justified by applying
   DO-178C standard for DAL A software

To these premises
1. MCDC is achieved for Module A
2. DC is achieved for Module A
3. SC is achieved for Module A

𝑐𝑙𝑎𝑖𝑚1

𝐴: exists(moduleA)

𝐺: stc(moduleA)

 

𝑎𝑟𝑔𝑢𝑚𝑒𝑛𝑡1

≼𝜑1∧𝜑2

𝜑1 ≔ 𝑑𝑎𝑙 𝑚𝑜𝑑𝑢𝑙𝑒𝐴 = 𝐷𝐴𝐿𝐴
𝜑2 ≔ ∀ 𝑚𝑜𝑑𝑢𝑙𝑒 𝑑𝑎𝑙 𝑚𝑜𝑑𝑢𝑙𝑒 = 𝐷𝐴𝐿𝐴
⇒ (𝑠𝑐 𝑚𝑜𝑑𝑢𝑙𝑒 ∧ 𝑑𝑐 𝑚𝑜𝑑𝑢𝑙𝑒
∧ 𝑚𝑐𝑑𝑐 𝑚𝑜𝑑𝑢𝑙𝑒 ⇒ 𝑠𝑡𝑐(𝑚𝑜𝑑𝑢𝑙𝑒))

𝑠𝑢𝑏𝑐𝑙𝑎𝑖𝑚1

𝐴: exists(moduleA) ∧ 

dal moduleA = DALA
𝐺: mcdc(moduleA)

 

𝑠𝑢𝑏𝑐𝑙𝑎𝑖𝑚2

𝐴: exists(moduleA)

𝐺: dc(moduleA)

 

𝑠𝑢𝑏𝑐𝑙𝑎𝑖𝑚3

𝐴: exists(moduleA)

𝐺: sc(moduleA)

 

Argument: 

evidence or 

subclaims 

and relations 

between 

them

Claims and restrictions Strategy and user domain
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Hierarchical Contract Nets (HCN)

Formalizing Assurance Case Patterns

Timothy E. Wang, Zamira Daw, Pierluigi Nuzzo, and Alessandro Pinto. Hierarchical Contract-Based 

Synthesis for Assurance Cases. In NASA Formal Methods Symposium, 2022.



• Make knowledge 

reusable

• Vetting process involves 

consensus among 

different experts

– Elicitation process

– Validation process

– Formal methods to verify 

validity of the patterns

Argumentation patterns and models for uncertainty quantification and decision making
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Capturing Knowledge

Human-Understandable Argument Logic Argument (HCN) Confidence Argument (BN)
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AACE: Automated Assurance Case Environment
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Generating Certification Arguments 
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Automatic Synthesis
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𝐶
Evidential 

contracts
N

𝐶

Contract Net

Contract
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AACE: Automated Assurance Case Environment

Distribution Statement A (Approved for Public Release, Distribution Unlimited). This research was developed with funding from the Defense Advanced Research 

Projects Agency (DARPA) contract FA875020C0508. The views, opinions, or findings expressed are those of the authors and should not be interpreted as 

representing the official views or policies of the Department of Defense or the U.S. Government.



12

Reasoning About Certification Artifacts
• Evidence produced during the entire lifecycle is captured in an ontology database

• The ontology defines key software certification concepts such as Component, Requirement, Tests,…

• An ontology reasoner between the assurance case generation and the evidence extraction allows a 

varied source of evidence and pre-analysis to identify inconsistencies and conflicts

• Currently, we are using as ontology-based database known as RACK
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Heterogeneous 

evidence extraction

Ontological model of 

evidence (GE RACK)

Evidence as premises, 

defeaters, and sources of 

doubt

SPARQL 

queries
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AACE: Automated Assurance Case Environment
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Assessing Certification Arguments

Assessment

Evidence

Confidence 

Assessment

Satisfiability Modulo 

Probability Solver

Risk & 

Infeasibility 

Certificate

High/Low

Valid AC(s)

Confidence inference 

problem:

…

CN1.query(A)

CN2.query(B)

𝑠𝑢𝑐𝑐𝑒𝑠𝑠: 0.96
𝑓𝑎𝑖𝑙𝑢𝑟𝑒: 𝑟𝑢𝑙𝑒 𝑣𝑖𝑜𝑙𝑎𝑡𝑖𝑜𝑛 

AC 

Candidates
Automated confidence assessment 
and propagation => 
a sequence of confidence inference 
and confidence propagation steps
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Completion Metric: 

Select valid arguments with 

minimum number of 

”missing” evidence items
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Component Tested 

with High Confidence 

ev_c2 ev_c3

Requirements 

Coverage

Structural 

Coverage

n2

Component Testing 

for DAL A, B, and C

n1

Structural 

Coverage DALA

Structural 

Coverage DALB

n3

MCDC DC

n4

DC

n5

Confidence  

Propagation 

Steps 

(Reasoning)

Evidential Steps: Confidence 

Assessment

Assessing Certification Arguments

ev_c1

Uncertainty Quantification

Structural 

Coverage is
Achieved

Decomposition 

by sources of 
doubts

Decomposition 

Justification

Doubt 1 is 

resolved

Doubt 2 is 

resolved

Doubt 3 is 

resolved

Decision Making
Confidence Models 

Hierarchical Stochastic Contract Nets (HSCN) Chanwook Oh, Nikhil Vijay Naik, Zamira Daw, Timothy E. Wang and 

Pierluigi Nuzzo. ARACHNE: Automated Validation of Assurance Cases 

with Stochastic Contract Networks, SafeComp 2022. 
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Assessing Certification Arguments: Example
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Confidence Computation
Using Bayesian Inference

 on Bayesian Network

Decision Making

𝑵𝟏

𝑪𝟏 𝑪𝟐

⊗

𝑵𝟐

𝑪𝟒 𝑪𝟓
⊗

𝑵𝟑

𝑪𝟔

𝑵𝟎

𝑪𝟎 𝑅0

𝑅1

𝑅2

Low ConfidenceHigh Confidence

𝒞 𝐶6 = 0.99 𝒞 𝐶4 = 0.99 𝒞 𝐶5 = 0.99

Confidence Propagation 

High Confidence

No, high confidence 
needed for all claims

Yes, high 
confidence
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0.99
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LLR HLR Analysis Output

LLR-1 HLR-1 Manual Review True

LLR-3 HLR-2 Model Checking Verification False

LLR-4 HLR-2 Model Checking Verification False

LLR-5 HLR-3 Simulink verification True

LLR-6 HLR-3 Simulink verification True

SW-Comp Analysis Output

Comp-1 MCDC True

Comp-1 DC True

Comp-1 SC True

Comp-1 Mutation > 80% True

Comp-1 Input Space Covered True

Comp-1 Requirements address 

robustness

False
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ArduCopter Security Assurance
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Satisfaction of  a security property 𝒑𝒊 ∈ 𝒍

Architecture Analysis

Model 

Checking Static Analysis
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Synthesized and Evaluated over 𝟏𝟎𝟓 Arguments in <100 min
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Total (s)

5,824

97

115

134

161

292

4,000
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AACE: Automated Assurance Case Environment
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Eval Tool

Top AC outcomes ranked by completion 

status, decision, confidence and cost 

Cost may consist of 

actual dollar cost, time, or 

any other limited or 

scarce resource

Z. Daw, T. Wang, C. Oh, M. Low, I. Amundson, G. Wang, R. Melville, and P. Nuzzo, “Computer-aided 

evaluation for argument-based certification,” in 42nd AIAA/IEEE Digital Avionics Systems Conference, 2023
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